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Abstract  
Coordinated manipulation throughout interconnected financial markets exhibits crucial issues for the conventional 
anomaly detection strategies. The research recommends a framework of machine learning incorporating cross-market 
feature engineering, synthetic market simulation, as well as “Temporal Graph Neural Networks (TGNN)” for the 
detection of coordinated manipulation activities. A synthetic data is developed to cross-market, model pump-and-
dump, as well as coordinated trading contexts. Representations of the Temporal graph grasp dynamic connections 
within the financial entities, while the “Explainable Artificial Intelligence (XAI)” recognizes significant detection 
components. Experimental outcomes exhibit adequate anomaly recognition through comparative evaluation with 
conventional machine learning approaches. The respective framework improves relational, temporal, as well as 
interpretable financial surveillance abilities. 
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I. Introduction 

Background 
The rapid growth of digital financial markets has 
enhanced the connectivity within the global 
exchanges, assets, and trading platforms closer 
together. Algorithmic trading has added complex 
dynamics that allow for involvement in sophisticated 
manipulation activities like pump-and-dump schemes, 
spoofer, wash trading and coordinated trading 
activities [1]. Data-driven machine learning 
techniques are needed for successful cross-market 
anomaly detection, which are subject to constantly 
changing threats. 
Research Motivation  
Financial market manipulation rarely happens in one 
single market and frequently involves coordinated 
activities for several interconnected markets. 
Attackers exploit relations among the derivative, stock 
and cryptocurrency markets for developing hidden 
anomalies [2]. Current detection systems mainly look 
at each market independently, restricting its 
effectiveness [3]. Hence, the understanding about 
cross-market relationships offers valuable signals for 
consideration through determining the coordinated 
manipulation behavior, and to enhance the detection. 
Research Problem Statement 

Current anomaly detection algorithms based on 
machine learning methods are not able to capture the 
relationship and temporal aspects between multiple 
financial markets. Moreover, collection of labelled 
manipulation datasets with realistic objects is limited, 
which hinders intelligent detection system 
development, training and evaluation [4]. This poses 
problems in detecting coordinated manipulation 
events among the interwoven financial markets 
environments. 
Research Aim and Objectives 
Research Aim 
The research aims to build a machine learning system 
through synthetic market simulation, which can 
identify the coordinated manipulation in several 
financial markets through Temporal Graph Neural 
Networks. 
Research Objectives 

● To build a synthetic market simulation 
framework to create realistic coordinated 
manipulation scenarios.   

● To develop a Cross-market anomaly 
detection model based on Temporal Graph 
Neural Networks.   

● To explore the temporal and relational 
dependence of financial markets that are 
interconnected.   
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● To compare the proposed framework to 
other manipulation detection methods in the 
literature that use machine learning. 

Novel Contribution 
In this research, a novel machine learning framework 
is proposed to detect anomalies combining synthetic 
market simulation across the markets with Temporal 
Graph Neural Networks [5]. The proposed framework 
sheds light towards realistic coordinated manipulation 
scenarios, complex temporal and relational market 
linkages and an intelligent detection mechanism for 
the identification of novel manipulation patterns not 
featured during the training stages across 
interconnected financial markets. 
 

II. Related Work 
The growing complexity and interrelatedness of global 
financial systems, in detection of financial market 
manipulation is becoming an important research area 
[6]. Existing studies already have investigated 
statistical, machine learning, deep learning and graph 
based methods for detecting abnormal market 
behavior [7]. Most existing techniques, however, are 
limited to a particular type of markets and inefficient 
at identifying schemes of coordinated manipulation in 
the multi-facet domains of finance. 
Machine Learning Approaches for Financial 
Market Manipulation Detection and Anomaly 
Identification 

 
Fig 1. Evolution of Financial Market Manipulation 
Detection Approaches from Statistical Methods to 

Machine Learning Models 
The early study detected the anomalies includes the 
following statistical methods: volatility analysis, 
abnormal return detection, trading volume analysis 
[8]. Techniques offer important clues to abnormal 
behavior and use a set of assumptions about the 
normality of the market [9]. They tend not to be able 
to detect more complicated manipulation techniques 
like the interdependence of various assets and markets 
[10]. Patterns of historical trading data are used to 

enhance detection using machine learning techniques 
like Random Forest, Support Vector Machine, 
Gradient Boosting, and Isolation Forest [11]. Most of 
these models, however, are limited in the ability of 
such models to capture some of the complicated 
interactions of the players in the market, because they 
use features that are handcrafted [12]. In classification, 
they have proved useful, however it does not give 
insight into the coordinated manipulation behavior, 
which motivates the need for new adaptive and 
relational learning approaches. 
Deep Learning Models for Temporal Financial 
Anomaly Detection and Market Behavior Analysis 

 
Fig 2. Deep Learning Architecture for Sequential 
Financial Anomaly Detection Using LSTM and 

Autoencoder Models 
The fields of industry finance and mapping complex 
financial patterns have seen important enhancements 
through deep learning [13]. Long Short-Term Memory 
(LSTM) networks are well known and have been 
extensively used to model sequential market data, 
make price forecasts and identify temporal anomalies 
[14]. However, the predominant approach of the 
LSTM model is mainly based on the consideration of 
time-dependent characteristics identified within 
specific markets and is not very suitable for the 
identification of interaction phenomena between 
interconnected financial systems [15]. Likewise, 
autoencoder-based techniques have been used to 
detect anomalies in markets in an unsupervised way by 
training an autoencoder to learn a representation of 
some normal market conditions and flagging 
reconstruction errors [17]. Although models are 
successful in revealing unusual behaviors, these 
models generally neglect an understanding of the 
mechanism of coordination leading to anomalies [18]. 
For this reason, there is a need for an improvement of 
deep learning approaches to take cross-market 
dependencies and behavioral relationships into 
account. 
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Graph Neural Networks for Cross-Market 
Relationship Modelling and Coordinated 
Manipulation Detection 

 
Fig 3. Graph-Based Representation of 

Interconnected Financial Markets Using Temporal 
Graph Neural Networks 

Recent research has begun to investigate Graph Neural 
Networks (GNNs) as a technique for analyzing 
markets - that are, in fact, a graph of intertwined 
market elements [19]. These models are typically 
visualized as graphs, with the nodes representing 
financial agents (individuals or entities) and the 
connections (edges) connecting them representing the 
different types of interactions and relationships 
between them, such as correlations and price 
movements, buying and selling activity, and 
communication [20]. Two transferable network 
models, namely the Graph Convolution Network 
(GCN) and the Graph Attention Network (GAT), have 
been shown to acquire more capability in learning 
relational patterns [21]. Most GNN based methods 
have addressed financial relationships such as the 
connections as fixed structures and are unable to adapt 
to temporal variations in manipulation [22]. Since 
coordinated manipulation is a sequential interaction 
between multiple entities, temporal learning and 
graph-based representation are still challenging tasks 
in the research works. 
Synthetic Market Simulation for Generating 
Realistic Coordinated Financial Manipulation 
Scenarios 

 
Fig 4. Synthetic Market Simulation Framework for 
Generating Coordinated Manipulation Scenarios 

The limitations in availability of labelled 3D 
manipulation datasets, poses a challenge for 
developing reliable detection systems [23]. One 
possible way around this is with the use of synthetic 

data, using techniques like Generative Adversarial 
Networks (GANs), agent-based simulation and 
stochastic financial modelling [24]. These methods are 
used to allow simulated creation of realistic market 
behaviors and scenarios for manipulation [25]. 
However, current synthetic financial datasets are 
mostly oriented towards market forecasting and broad 
financial simulation, and do not include systematic 
multi-market manipulation [26]. Hence, an imminent 
gap in the development of the synthetic environment 
that would provide the patterns of multi-markets 
manipulations in a realistic way. 
Research Gap 
Although there are some instances of success in 
anomaly detection in financial markets, there are still 
significant gaps in cross-market modelling, 
coordinated manipulation detection, meaningful 
datasets with labelled anomalies, and learning 
dependencies over time [27]. The current systems do 
not contain integrated frameworks which allow to 
capture (complex) market relationships [28]. For 
overcoming these limitations, this research introduces 
an intelligent cross-markets manipulation detection 
system using SMT and Temporal Graph Neural 
Networks. 
 

III. Proposed Research Methodology 
This study introduces a machine learning 
methodology based on combining synthetic market 
simulation, multi market feature engineering, 
Temporal Graph Neural Networks (TGNN), and 
Explainable Artificial Intelligence (XAI) for cross-
market anomaly detection in coordinated manipulation 
[29]. This proposed methodology addresses the gap in 
the existing research such as small dataset of labelled 
manipulation images, failing of current models to 
include the cross market dependency and inadequate 
temporal learning ability [30]. The framework is 
designed to create realistic manipulation scenarios in 
the market that helps to build relationships among 
various, interdependent financial sectors that are 
hidden. 
Overall Framework 
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Fig 5. Overall Framework of the Proposed Cross-
Market Anomaly Detection System 

The proposed framework has seven stages that include 
synthetic market simulation, multi-market data 
generation, feature extraction, temporal graph 
construction, Temporal Graph Neural Network 
learning, anomaly risk prediction and explainable AI 
analysis [22]. At the beginning, a synthetic financial 
environment is built; in their realistic normal and 
manipulated financial behavior are calculated [23]. 
The multi market data generated are converted to 
sense-making market-, cross-market- and behavior-
related features. These characteristics are represented 
as a dynamic temporal graph, for learning complex 
relations and discovering coordinated manipulation 
patterns in it, exploiting the TGNN model. 
Synthetic Market Simulation 
In order to deal with the limited availability of real 
world labelled manipulation datasets, a synthetic 
market simulation framework is developed. Using 
stochastic price Models, Volume Distributions and 
trader behavior modelling, the simulation can create 
realistic Financial Environments [24]. Normal asset 
movement is simulated by the Geometric Brownian 
Motion model (GBM): 

𝑑𝑆𝑡 =  𝜇𝑆𝑡𝑑𝑡 +  𝜎𝑆𝑡𝑑𝑊𝑡 
Where, St refers to the price of the asset at t time, μ is 
the expected return, σ is the volatility and Wt is the 
variation of the Wiener process. These generated 
environments cover assets price, volume of trade, 
fluctuation of liquidity, order activity and the 
correlation between assets [21]. Various coordinated 
manipulation scenarios are created to assess the 
detection capability of manipulation, involving pump-
and-dump attacks, cross market manipulation and 
coordinated traders functions. 
In the pump-and-dump scenario, market makers create 
extreme price increases, these trades are followed by a 
large number of unusual trades, and the trading 
volume is large and rapidly reduces [20]. Cross-
market manipulation models lead to manipulation of 
activities across markets ranging from stock markets 
to cryptocurrency markets while engaging in 
simultaneous activities like short positions, artificial 
buying, and information influence occur respectively 
[16]. Coordinated trader scenarios produce orders 
synchronized among the various traders, similar 
trading  behavior, and also network relations between 
the suspicious traders. 
Feature Engineering 
Machine learning representations are created by 
feature engineering of the generated market data. The 
extraction of features is divided into three categories: 
(1) Market Features, (2) Cross-market Features, (3) 
Behavioral Features. 

The price variation, price volatility, trading volume 
and market liquidity are some of the market features. 
Price Return is measured by: 

𝑅𝑡 =  (𝑃𝑡 −  𝑃(𝑡 − 1)) / 𝑃(𝑡 − 1) 
Where Pt represents the current price and P(t-1) is the 
previous price. 
The identification of relations between various 
financial environments is obtained by the use of the 
features of cross-market that are based on correlation 
changes, price deviation and information flow [17]. 
There are behavioral characteristics such as trader 
similarity, synchronization in transactions, network 
interactions and transaction timing that can be used for 
detecting coordinated activity. 
Temporal Graph Construction 
A temporal graph represents the financial ecosystem: 

𝐺 =  (𝑉, 𝐸, 𝑇) 
Where V shows the relationships among financial 
entities, E shows the relationships, T shows the 
Temporal evolution. 
Nodes correspond to assets, transaction exchange and 
traders; and edges represent the price correlation, 
transactions relationship, and influence of information 
[14]. Instead of independent market analysis through 
traditional approaches, the graph representation allows 
for modelling dynamic interactions and propagation of 
manipulation in several markets. 
Temporal Graph Neural Network Model 

 
Fig 6. Temporal Graph Neural Network Architecture 

for Cross-Market Anomaly Detection 
The proposed TGNN integrates representation 
learning based on the graph structure with modelling 
of the temporal sequences [16]. For capturing 
relationships between financial entities, and to 
discover influential nodes in their suspicious activities, 
Graph Convolution Networks (GCN) and Graph 
Attention Networks (GAT) are used [17]. The 
temporal component adds models that are based on the 
Transformer Encoder or Temporal Convolution 
Network (TCN) that takes into account the evolution 
of manipulation patterns over time [11]. The use of this 
combination allows the identification of high-order 
coordinated behavior that cannot be determined by 
applying static models. 
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The manipulation risk score is produced by the final 
prediction layer: 

𝑅𝑖𝑠𝑘 𝑆𝑐𝑜𝑟𝑒 =  𝑓(𝐺, 𝑉, 𝑇) 
Probability for coordinated manipulation is explored 
through the output. G is a graph structure; V is features 
of each nodes; T is temporal information available for 
manipulation risk prediction [10]. High risk signifies 
unusual cross-market relationships and abnormal 
trading behavior or coordination between market 
participants. 
Explainable AI Component 
Incorporating Explainable AI techniques enhances the 
framework's transparency and usability for 
implementation. Methods such as SHAP analysis, 
attention visualization and feature importance are 
employed to understand which factors make a 
difference in model deployed decisions [9]. The 
explainability module identifies any changes in cross-
market dependency, changes in the volume of illiquid 
trades and coordinated trading behavior that can be 
associated with the identified anomaly [15]. This 
boosts explainability of the models, the possibility for 
the regulatory authorities to take decisions, and 
improves the trust in the proposed machine learning-
based approach to surveillance of financial markets. 
Experimental Evaluation Strategy 
Existing machine learning and deep learning 
techniques can be used to assess the proposed 
framework such as random forest, support vector 
machine, isolation forest, autoencoder models and 
LSTM models [18]. The performance is evaluated 
based on accuracy, precision, recall, F1 score and 
AUC-ROC measurements. The effectiveness of the 
proposed Temporal Graph Neural Network for 
detecting coordinated manipulation patterns are 
analyzed using comparative experiments. 
 

IV. Experimental Design And Evaluation 
Synthetic Market Simulation Environment 

 
Fig 8. Synthetic Market Dataset Generation and 

Configuration 
The figure shows synthetic market data that is 
generated which consists of 15000 samples and 8 
variables are market, time, asset, price, volume, 
liquidity, label, and trader group. It shows a scenario 
of multiple markets in reality with the presence and 
exploitation of manipulation events labeled to perform 

appropriation evaluation through machine learning 
approaches. 

 
Fig 9. Synthetic Market Price Behavior 

The mentioned figure displays a simulated asset price 
path over a 500 time step, with asset price 
manipulation at some point in the trading period 
causing asset prices to deviate from 'normal' state of 
around 80 to120 price units. From approx. 300 until 
the end, the number of units jumps from around 100 to 
260, suggests unusual market activity, a phenomenon 
which is useful for coordinated manipulation analysis. 

 
Fig 10. Synthetic Coordinated Manipulation Events 

The mentioned figure shows highlighted periods of 
manipulation in the simulated market, labelled to show 
which periods. The normal trading behavior is 
indicated before time 300 and price behavior in the 
time range of 220-260 units shows the abnormal price 
behavior related to coordinated manipulation, which is 
a success related to generation of attack scenarios for 
anomaly detection modelling. 
Feature Extraction and Data Representation 

 
Fig 11. Cross-Market Correlation and Feature 

Engineering Analysis Temporal Graph Construction 
Experimental Setup 
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The figure depicts engineered financial features 
having 15,000 samples and also dependencies between 
markets involving Derivative, Crypto, Stock, having 
high similarities between the markets of 0.816 to 
0.994. This is certified for validation on the extraction 
of price, behavioral and network features for 
coordinated extraction detection. 

 
Fig 12. Temporal Graph Construction for Cross-

Market Financial Representation 
The figure shows that the 500 temporal graphs depict 
financial nodes in a dynamically generated graph data 
instance, and the edges represent the data relationships 
between nodes, with each bar at the bottom of the 
graph associated from the resulting time series. It 
proves the temporal modelling of mutually 
interdependent markets with the representation G 
which is a graph G=(V,E,T) for anomaly detection in 
TGNN. 
Machine Learning and Deep Learning Model 
Evaluation 

 
Fig 13. Machine Learning Model Performance 

Comparison 

The mentioned figure shows that the model selection 
is based on baseline model with the particle that has 
the highest F1 score, that is the random forest model 
(F1 = 0.985), and particle that has the second highest 
F1 score is SVM model (F1 = 0.962), and the third 
particle is the other Isolation Forest model (F1 = 
0.498). Supervised models can classify coordinated 
manipulation fairly well in comparison to the 
unsupervised anomaly detection. 

 
Fig 14. Confusion Matrix Analysis of Random Forest 

Detection 
The figure shows the classification result for the 
Random Forest, showing 1138 true positives, 1828 
true negatives, 2 false positives and 32 false negatives. 
Anomaly identification based on these features is 
justified by the satisfactory result of the manipulations 
detection; most wrong classifications are identified to 
be low. 

 
Fig 15. ROC Curve Comparison of Machine 

Learning Models 
The figure analyses the ROC curves to assess the 
discrimination capacity of them, the Random Forest 
algorithm gave an AUC of 0.9987 and the SVM 
algorithm shows an AUC value of 0.9958. The curves 
converging to the upper-left section show very good 
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discrimination between the normal and the 
manipulated market environments. 

 
Fig 16. TGNN Training and Risk Prediction Output 

The figure shows the loss value of Temporal Graph 
Neural Network training on 100 graphs as it is trained 
for five epochs, the loss is reduced from 0.694 to 
0.678. The manipulation risk score generated is 
0.4905, which represents a good balance in terms of 
prediction uncertainty arising from lack of an adequate 
number of manipulation samples. 

 
Fig 17. Final Model Comparison for Coordinated 

Manipulation Detection 
The graphs depict the evaluation of these models 
utilizing F1-score comparing the performance of the 
Random Forest, SVM, Isolation Forest, LSTM, 
Autoencoder and TGNN models. It presents 
comparative detection performance that shows the 
supervised methods involving baseline models, 
TGNN give better detection capability than the 
unsupervised. 
Comparative Experimental Results 

 
Fig 18. Integrated Experimental Evaluation 

Framework 
The summary of the entire evaluation pipeline is 
obtained through utilizing the machine-learned 
confusion matrix, ROC considerations, TGNN risk 
prediction and model comparison. It exhibits 
systematic cross-market anomaly identification in 
various quantitative perspectives of assessing the 
anomaly. 
 

 
Fig 19. SHAP-Based Feature Importance Analysis 

for Coordinated Manipulation Detection 
Feature ranking obtained by an SHAP analysis on a set 
of 1000 samples from a data set of 15000 samples. The 
top manipulated indicators are volume with a mean 
SHAP value of 0.328 . 

 
Fig 20. SHAP Summary Plot for Model Decision 

Interpretation 
The particular figure shows the distribution of features' 
impact on the score using the SHAP values, with the 
volume having the highest range of impact (around -
0.3 to 0.6). Other significant contributions towards 
coordinated manipulation classification come from 
trader similarity, price, and transaction 
synchronization. 
Explainable AI Evaluation 

 
Fig 21. SHAP-Derived Feature Importance Ranking 

for Coordinated Manipulation Detection 
The mentioned figure shows feature importance 
values for 12 extracted features, with volume being the 
most important (0.328661), followed by trader 
similarity (0.040497) and price (0.038437), 
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illustrating features which seem to indicate crucial 
manipulation. 

 
Fig 22. Feature Importance Distribution and 

Ranking Analysis 
The importance scores used to summarize the results 
of the models also provides an additional 
interpretation of interpretability, this time from the 
behavioral side: The transaction synchronization 
(0.033600) and cross-market feature price divergence 
(0.023660) serve significant roles in the model 
interpretations for detection. Reduced liquidity 
contributions (0.002794) show less effect on the 
manipulation classification. 

 
Fig 23. Cross-Market Relationship Feature Analysis 

The mentioned figure shows the strength of 
correlations between the manipulation features of the 
cross markets: trader similarity and network 

connection (0.69) as well as information flow and 
volume change (0.65). Dependencies justify the notion 
of relational feature modelling for identification of 
coordinated market activities. 

 
Fig 24. Machine Learning Model Performance 

Comparison 
Random Forest outperforms the SVM, with 0.985 F1-
score as well as 0.999 AUC.The baseline classifiers' 
comparison using the evaluation metrics is shown 
above, where Random Forest outperforms SVM with 
0.985 F1 score and 0.999 AUC. The performance with 
Isolation Forest drops to 0.498 F1-score, which shows 
that it has a limited ability in the area of anomaly 
detection. 

 
Fig 25. Evaluation Metrics Comparison of Baseline 

Models 
The mentioned figure shows adequate accuracy and 
precision as compared to the unsupervised models 
since the Random Forest model's accuracy is 98.9% 
and precision are 99.8%, whereas the Isolation Forest 
model's accuracy and precision are 69.5% and 38.7% 
respectively. 
Discussion of Experimental Findings 

 
Fig 26. TGNN Manipulation Risk Score Over Time 

The mentioned figure is a visualization of the 
predictions made by the Temporal Graph Neural 
Network (TGNN) over 500 time steps. The risk scores 
produced lie in the range of ~0 to ~1 having a mean 
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threshold point about 0.5 corresponding to estimating 
the probability of a temporal anomaly. 

 
Fig 27. Coordinated Manipulation Event Timeline 

Analysis 
It indicates simulated manipulation periods, starting 
around time 300. It points out events named Pump-
and-Dump (300-340), Cross-Market Attack (340-420) 
as well as Coordinated Trading events (after 420) to 
evaluate temporally. 

 
Fig 28. Integrated Model Evaluation for Cross-

Market Manipulation Detection 
The mentioned figure encapsulates the contents of the 
experimental validation through comparing the 
different machine learning, conducting a TGNN risk 
assessment and synthetic event identification. It shows 
the evaluation of the classification performance, 
temporal risk modelling and the collaboration scenario 
discovery problem within the suggested framework. 

Table 1. Experimental Results Summary 

Model Accuracy F1-score AUC 

Random Forest 0.989 0.985 0.999 

SVM 0.971 0.962 0.996 

Isolation Forest 0.695 0.498 0.639 

Discussion 
The experimental results show that the mappings 
patterns can be successfully recognized by supervised 
models where Random Forest model gets an AUC of 
99.9% and F1 score of 98.5%. The TGNN framework 
depicts the spatio-temporal variations in risk, and the 
synthetic event analysis is utilized to assure the 

detection of coordinated attacks. The findings 
demonstrate the effectiveness of fusing cross-market 
features, graph modelling, and explainable analysis 
and validate significance. 
 

V. Expected Contributions 
The research is hypothesized to be able to generate 
more realistic coordinated manipulation scenarios by 
injecting this type of information into the proposed 
synthetic market simulation framework, and involve it 
in a temporal graph neural network model for cross-
market anomaly detectability. Represents temporal 
and relational relationships between financial entities 
with better representation. Adoption of Explainable AI 
aids in transparency through pinpointing crucial 
markets and also behavior patterns that drive 
anomalies. 
 

VI. Expected Impact And Applications 
The proposed framework can aid financial 
surveillance systems by enhancing the ability to 
identify if manipulation is the same in various 
interconnected markets. It offers some possibilities for 
regulatory control, risk analysis and automated 
anomaly detection infrastructure. Synthetic data 
generation, combined with graph based learning and 
explainability help to analyses complex manipulation 
behavior in dynamic financial environments in a more 
reliable manner. 
 

VII. Conclusion And Future Directions 
In this study, a system that uses machine learning 
framework, modeling a cross-market feature 
engineering, temporal graph neural networks creation, 
and activation of Explainable AI for coordinated 
detection of manipulations through integration of 
synthetic market simulation. It's a proposed approach 
that overcomes the shortcomings of isolated market 
analysis, modelling temporal relationships and 
behavior dependencies. Experiments show the 
capability of the framework to analyze complex 
anomaly patterns in the financial area. 
Future Directions 
The framework can be extended in future studies with 
finance market real-world and larger number of 
markets and novel architectures of graph learning. In 
the future, other enhancements include the ability of 
real-time detection systems, including the adaptation 
capabilities and learnability, and stronger techniques 
for graph explainability. Depth and nuanced 
information into the evolving coordinated 
manipulation strategies could be gained by adopting 
alternative data sources, including social media signals 
and transaction networks. 
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