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Abstract

The distributed architecture complexity and dynamic failure behaviors drive the need for smart resilience solutions
on cloud-native systems for increased resilience. The introduction of intelligent resilience strategies is driven by the
distributed systems' increasing complexity and failure behaviors. The main goal of this research is to come up with
an autonomous agentic Al framework for coverage-guided chaos engineering and resilience optimization. Machine
learning models were then applied to the Synthetic Cloud telemetry data, and Gradient Boosting showed 95.85%
accuracy and 99.37% ROC-AUC in predicting failure discovery. There are identified factors of resilience through
feature analysis, which are considered important, involving dependency complexity, architecture complexity, and
coverage gaps. This framework opens the door to intelligent chaos experiment prioritization and adaptive reliability
improvement to further increase the robustness of cloud infrastructures and the ability to detect failures in a proactive
manner.

Keywords: Agentic AI, Chaos Engineering, Cloud-Native Systems, Resilience Optimization, Machine Learning, Fault

Injection, Predictive Analytics, Microservices.

L. Introduction
Background
The architecture becomes more distributed and
complex; services become dependent and need
powerful resilience mechanisms to tackle variable
failures. Adopting a traditional approach to chaos
engineering would depend on injecting random faults,
which would present limited understanding of failures
[1]. This research proposes an autonomous agentic Al
system to detect coverage gaps, design experiments on
them, and adapt the experiments and chaos
engineering to optimize resilience testing using data-
driven and adaptive approaches.
Research Problem
Existing approaches to chaos engineering in cloud-
native distributed systems mostly rely on manually
designed or random fault-injection experiments,
making it hard to obtain full coverage for resilience,
and failing situations cannot be identified [2]. Current
solutions are lacking in autonomous intelligence of
architecture ~ dependencies  analysis, run-time
behaviors interpretation, and historical telemetry
analysis for experiments prioritization [3]. Thus, there
is a need for research to design Agentic Al for
intelligent, coverage-guided resilience optimization.
Research Aim and Objectives
Aim
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The research aims to revolutionize the way chaos
engineering is conducted with an autonomous agentic
Al to discover intelligent faults and optimize resilience
in cloud-native distributed systems while taking into
account coverage.

Objectives

e To evaluate current chaos engineering
techniques to provide all the necessary
components for a robust level of resilience
coverage in cloud-native distributed systems.

e To create an agentic Al system to
autonomously detect coverage gaps and
strategically pick chaos experiments.

e To design adaptive fault-injection techniques
for the analysis of architectures and runtime
data in order to optimize resilience.

e To assess the effectiveness of the framework
by means of visualization of failed states, the
increase of coverage, and thirdly, the
performance when considering reliability.

Novel Contribution

This research proposes a new autonomous agentic Al
framework that allows for reimaging chaotic
engineering from the random injection of faults to
intelligent, coverage-driven resilience testing. The
system combines analysis of architectures and analysis
of run-time telemetry data with adaptive generation of
experiments to explore failure scenarios that have not
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been covered [4]. It adds a "self-learning" method to
optimize chaos experiments and aid in the detection of
failures, and increase reliability of cloud-native
systems.

IR Related Work
The advent of cloud native distributed systems, new
resilience challenges have emerged, stemming from
complex interactions between services, dynamic
scaling, and uncertainty over dependencies. Although
chaos engineering has become a significant paradigm
for testing the robustness of systems, previous studies
have shown that it is not possible to implement all
kinds of failures [5]. Four themes are explored in this
review in the context of their limitations in traditional
chaos engineering involving Applications of agentic
Al, generating experiments with coverage and
resilience optimization.
Limitations of Traditional Chaos Engineering and
Resilience Testing Approaches
Previous studies on chaos engineering have shown the
effectiveness of controlled failure injection in
generating systems' weaknesses and allowing more
reliable testing before actual incidents in production
happen [6]. The majority of methods, though, are
based on scenarios or trial-and-error testing mode,
which restricts their potential for uncovering
vulnerabilities they don't know about [7]. Random
testing may be more diverse in failure conditions, but
it fails to leverage awareness of architectural
dependencies or processes that can be business-critical
activities [8]. From a number of researchers comes the
observation that context-aware chaos strategies are
needed in modern distributed systems because failures
occur not necessarily as component failures through
composite interactions [9]. Current tools offer good
support for fault injection, lacking practical means of
selecting the experiments except user expertise,
causing scalability problems [10]. This means that
existing methodologies are still reactive in nature, and
leave a gap where self-determining intelligent systems
can be developed that allow for the identification of
other forms of resilience that have not been explored.
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Fig. 1. Principles of Chaos Engineering
Agentic Artificial Intelligence for Autonomous
Decision-Making in Cloud-Native Systems
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New advances in agentic Al show the possibility of
self-managing and thinking with Al in complex
computing systems [11]. Al agents can interpret the
operational data, detect patterns, and take adaptive
actions without manual involvement [12]. Current Al-
LR-based approaches, however, mostly rely on
prediction and anomaly detection. Machine learning
models are able to detect abnormal behavior very well
and do not have the reasoning ability to ensure that the
right recovery or testing action is desired [13].
Restriction implies agentic Al can be combined with
chaos engineering to enable a more proactive approach
to resilience [14]. However, there are still issues with
explainability, decision accuracy, and close-to-critical
cloud infrastructure-based autonomous operations.
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Fig. 2. Agentic Al shaping Future AI Agents and
Automation

Coverage-Guided Fault Injection and Intelligent
Chaos Experiment Generation

In software engineering, coverage-guided testing has
been extensively applied to increase coverage of
unexplored paths and chances for finding defects in
programs [15]. Similar principles are becoming more
and more applicable to chaos engineering too;
nowadays prioritize the experiments can be done on
the basis of architectural and runtime coverage [16].
There are some research studies that have already
shown the significance of dependency graphs,
telemetry analysis, and service behavior modelling,
and most of them reported coverage in an after-the-
fact fashion, while the alternative models are used to
generate experiments independently [17]. As a result,
the current frameworks do not provide intelligence to
be used for choosing optimum fault scenarios and
testing gaps as identified [18]. However, this might be
overcome by the use of an agentic framework where
the coverage is used to continuously depict and inform
experimentation.

- 0, ' ~ —
‘ Fault Injection | e Real-Time Monitoring l

Hypothesis-Driven Fault Tolerance
Approach
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Fig. 3. Significant Concepts within the Chaos
Testing

Resilience Optimization and Reliability
Enhancement in Cloud-Native Distributed Systems
Studies focusing on resiliency of clouds include
recovery time, failure detection, and fault tolerance
[19]. Although optimization practices have addressed
reliability using autonomic monitoring and recovery,
they usually lack capabilities to incorporate any kind
of learning from the chaos experiment [20]. This is
where failures may be recovered in the system and at
the same time leave a potential area of vulnerability
open to unknown scenarios. Associating adaptive Al
agents with coverage-based chaos engineering is an
opportunity to continually improve resilience [21].
Previous chaos engineering is found to lack
autonomous intelligence, comprehensive coverage
awareness, and adaptive learning characteristics [22].
For overcoming these drawbacks, this research aims to
build an agentic Al framework which actively chooses
experiments and optimizes resilience in cloud-native
distributed systems [23].
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Fig. 4. Cloud-Native Development Components

Literature Gap

Most research concentrated on random fault injection
or fault prediction in order to find a set of predefined
faults [24]. While numerous studies utilize Al
techniques for detecting anomalies and for monitoring,
fewer studies on agentic reasoning consider how to
combine coverage-guided chaos with agentic
reasoning [25]. A major research gap in the
development of a self-learning Artificial Intelligence
(AI) framework can automatically work to improve
the success of fault discovery and provide resilience
improvement autonomously [26].

N\

111. Research Methodology

Research Design

This study uses a quantitative experimental method to
create an autonomous agentic Al framework to
support coverage-guided chaos engineering and
resilience optimization for cloud native distributed
systems. The methodology combines feature
engineering, data synthetic generation, applying
machine learning for prediction modeling, and
evaluating customer resilience [27]. The main focus is
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to support access to predictive system failure data in
the context of architectural data and runtime
information, to allow intelligent selection of chaos
experiments.
Data Description and Generation
Functionality of a distributed system is simulated
within a synthetic scenario by creating different
operational resilience conditions of clouds [28]. There
are about 20 attributes having 10,000 observations,
involving historical failures, service dependency
count, wrongness score, as well as experiment
frequency. Other attributes that have been engineered
include agent priority score, dependency complexity,
resource pressure, failure exposure, and resilience gap.
Failure discovery is the target variable, which
indicates whether or not a large resilience issue is
detected in a chaos experiment.
Data Preprocessing and Feature Engineering
Feature transformation, scaling, and engineered
indices of resilience are used for data preprocessing to
facilitate model learning. For continuous variables, the
following are used:
=Xk
o
Where X' is the scaled value, X is the feature to scale,
u is the mean value, and o is the standard deviation.
The following measures are evaluated based on the
dependencies of the complexities and their resource
pressure for feature engineering using:
DC =S; XA,
The DC represents Dependency Complexity, Sd is
Service Dependency Count, and Ac is Architecture
Complexity of the services, defined as follows:
CPU x Memory
B 10000
The RP is Resource Pressure, CPU is Processor
utilization, and Memory utilization is denoted by
Memory.
Predictive Modelling
The problem of the chaos experiment is expressed as
a binary classification:
Y = {1,significant failure discovered
Y = {0, otherwise
The four machine learning models logistic regression,
random forest, gradient boosting, and extra trees- are
trained. Logistic Regression is useful for a baseline of
the interpretable relationship, while ensemble models
give insight into non-linear relations between
variables of system complexity, resilience results, and
telemetry behavior. Experiment prioritization is based
on the predicted failure probability that is used by the
autonomous agent.
Performance Evaluation
The evaluations of model performance are done with
the metrics of Accuracy, Precision, Recall, F1-score,
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and ROC-AUC. Accuracy is determined for each of
the same cases by computing:
TP+ TN

TP+ TN+ FP +FN
TP is True Positives, and TN is the True Negatives, FP
is the False Positives, and FN is the False Negatives.
The autonomous priority score is calculated from the
following formula:

APS = wl1(1 —CS) + w2AC + w3HF + w4ER
In which APS is the agent priority score, CS is the
coverage score, AC is the architecture complexity
score, HF is the historical failures score, and ER is the
error rate. The final framework is capable of capturing
high-risk chaos experiments to optimize the ability of
cloud-native systems to be resilient by intelligent and
data-driven decision-making.
Architecture Diagram

Accuracy =

INPUT
Agentic Al Design Patterns for DevOps
in Cloud-Native Kubernetes Environment

SELE-HEALINGAGENT, i EVENT-DRIVEN AGENT
Detect issues and " Respondtosytem
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Intelligent Decision Simulate roles for
e srAusmation better decisions
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APPLICATION Execute role-based
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Deploy, Manage automation
Evaluate outcomes and
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improve decisions
MEMORY-AUGMENTED AGENT MULTI-AGENT
COLLABORATION
Store, recall and use
histoiaalicoritat Coordinate and share
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GOAL-DRIVEN AGENT
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CI/CD PIPELINE
Build, Test and Deploy

Fig.5. Agentic Al Design Architecture for Cloud-
Native Kubernetes Environment

The architecture demonstrates Al agents arranged to
planned, reasoned, heal, monitor and collaborate. The
central Al agent brings application management, Git
control and integration and automation of CI/CD
together for intelligent cloud-native operations.
Flowchart Diagram

Define Resilience Goals &
Design Chaos Experiment

Observe System Generate Hypothesis Execute Fault Injection Collect & Analyze
State & Telemetry (Potential Failures) (Chaos Experiments) Responses

Evaluate Impact on
Prioritize & Select Targets Resilience Metrics
(Coverage-Guided) & Coverage

Adapt & Improve System Learn & Update Models
Resilience (Agentic Al Learning)

Is Hypothesis
Confirmed?

Implement Optimizations
& Mitigations.

System Becomes More
Resilient & Reliable
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Fig. 6. Flowchart of Autonomous Agentic Al-
Based Chaos Engineering Framework
The flowchart illustrates an intelligent chaos
engineering lifecycle, with Al agents watching,
anticipating  failures, prioritizing experiments,
analyzing results, and learning and optimizing chaos
resistance based on the results.
Pseudocode

Program to perform Autonomous Agentic Al
Coverage-Guided Chaos Engineering
Initialize
Cloud Native System
Telemetry Data
Al Agent
ML _Model
Chaos_Experiment
Inputs
Runtime metrics
System dependencies
Coverage score
Historical failures
Architecture complexity
Registers
Failure Risk=0
Experiment_Priority =0
Resilience Score =0
Start loop
Collect system telemetry
Analyse system state
Predict failure risk using ML model
Calculate coverage gap
IF coverage gap is high THEN
Generate chaos hypothesis
IF failure risk exceeds threshold THEN
Prioritise chaos experiment
Select target component
Inject controlled fault
Monitor system response
Evaluate resilience metrics
IF failure detected THEN
Identify root cause
Update coverage information
ELSE
Refine experiment strategy
Learn from experiment results
Update Al agent knowledge
Optimise resilience actions
Improve system reliability
End loop

Fig. 7. Pseudocode
The pseudocode vividly depicts the machine learning
cycle, training its Al agents on telemetry, forecasting
failures, conducting chaos experiments, monitoring
and measuring resilience performance, and using

83



22
7.
N International Journal of Artificial Intelligence and Computer Electronics

INTERNATIONAL JOURNAL OF ARTIFICIAL INTELLIGENCE

AND COMPUTER ELECTRONICS

adaptive learning to enhance cloud-native system
resiliency.

Iv. Result And Discussion
In the results and discussion section, the predictive
performance of the proposed framework and its ability
to take agentic decision-making and optimize the
resilience of cloud-native systems are evaluated.

Distribution of Chaos Experiment Failure Discovery Classes

Number of Experiments

0 aF
Failure Discovery Class

Fig. 8. Distribution of Chaos Experiment Failure
Discovery Classes

The figure shows the evenness of the distribution of
synthetic chaos experiments according to failure
discovery classes. The total number of samples in the
dataset is about 3900 non-failure (Class 0) and 6100
failure discovery (Class 1). This distribution helps to
implement supervised machine learning that provides
enough examples to enable the Al to detect
vulnerabilities related to resilience.

Correlation Analysis of Cloud-Native Resilience Parameters

Fig. 9. Correlation Analysis of Cloud-Native
Resilience Parameters
The correlation heatmap determines the correlation of
the various cloud native resilience variables. There are
strong positive correlations between architecture
complexity and dependency-related aspects and
negative correlations between the coverage score and
the discovery of failures, and the agent priority score.
Results show that low coverage and higher complexity
have great impacts on resilience failure identification.
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Fig. 10. Train-Test Dataset Distribution for

Machine Learning Modelling
The data is split into an 80:20 train-test ratio, giving a
training sample of 8000 data and a test set of 2000 data
and 19 predictive features. This separation guarantees
the reliable learning of the model and unbiased
evaluation and the proposed framework of Al-based
chaos prediction can effectively evaluate unseen
resilience scenarios.

Feature Importance Analysis for Al-Based Chaos Experiment Selection

dependency_complexity
architecture_complexity
agent_priority_score

Feature

retry_frequency
0.00 005 010 015 020 025
Importance

Fig. 11. Feature Importance Analysis for AI-
Based Chaos Experiment Selection
Major contributors for the feature importance analysis
include dependency complexity contribution around
27%, architecture complexity (17%), and agent
priority score (14%). The results show that
architecture dependency and system complexity have
turned out to be important factors that affect
prioritization for the autonomous chaos experiment.

Performance Comparison of Machine Learning Models for Failure Discovery Prediction

Performance Score
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Fig. 12. Performance Comparison of Machine
Learning Models for Failure Discovery Prediction
The comparative evaluation shows that all models
have a very good predictive ability. Logistic
Regression reaches a 96.60% accuracy, Random
Forest 95.05%, gradient boosting 95.85%, and extra
tree 95.15%. Gradient Boosting offers the best
precision of 96.21% and recall of 97.20%,
respectively, and 99.37% of ROC-AUC.
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Logistic Regression
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Fig. 13. Logistic Regression Confusion Matrix for
Failure Discovery Prediction

The Logistic Regression model is able to classify 747
non-failure cases and 1185 failure cases correctly,
with 37 false positives and 31 false negatives. Low
misclassification rates, and the baseline can well
represent key indicators of resilience in cloud-native
chaos engineering, thus highlighting the effectiveness
of the approximation.

Random Forest
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=200
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Fig. 14. Random Forest Confusion Matrix for

Failure Discovery Prediction
This Random Forest Classifier is able to classify 722
cases successfully, which are all normal cases.
Random Forest Classifier correctly classifies 1179
cases that are failure cases. It's capable of generating
only 62 false positives and 37 false negatives, which
shows good stability in classification. The model is
successfully able to identify more complicated
nonlinear linkages between infrastructure conditions
and failures of resilience.
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Gradient Boosting
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Fig. 15. Gradient Boosting Confusion Matrix for
Failure Discovery Prediction
The Gradient Boosting model is able to correctly
predict both 735 non-failure cases, as well as 1182
failure cases, resulting in reliable classification. A few
object attributes like failure pattern or function value
are transmitted to training neural networks, and only
49 false positives and 34 false negatives are noticed,
which shows that they have improved the capacity of
learning complex failure patterns and can be applied
to intelligent chaos experiment selection.
Extra Trees
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Fig. 16. Extra Trees Confusion Matrix for Failure

Discovery Prediction
The Extra Trees model correctly identifies 719 non-
failure cases and 1184 failure cases, with 65 false
positives and 32 false negatives. It has proven to be
very effective at catching weaknesses in resilience
from the evidence of a high true positive identification
rate, albeit with some minor, higher false alarms than
Gradient Boosting.
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ROC Curve Analysis for Al-Based Chaos Experiment Prediction
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Fig. 17. ROC Curve Analysis for AI-Based Chaos
Experiment Prediction
The ROC representation shows good performance in
discriminating between all of the models. As the
curves approach to the upper-left corner, it shows that
it has good prediction performance. The ROC-AUC
values obtained from Gradient Boosting and Extra
Trees are about 0.99; this shows that failure and non-
failure chaotic cases are well-separated within the

proposed autonomous framework.
Relationship Between Chaos Coverage Score and Failure Discovery Probability
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Fig. 18. Relationship Between Chaos Coverage
Score and Failure Discovery Probability

The boxplot demonstrates that the cases of failures
discovered generally have lower coverage scores than
the non-failure cases. The median score for the
coverage for Class 1 is close to 0.40, and the median
score for the coverage for Class 0 is close to 0.65. It
appears that there are enough failures to be uncovered
if the resilience coverage is insufficient, which goes to
the issues with hidden failures.

Model Accuracy Precision Recall F1 Score ROC-AUC
@ Logistic Regression ©.9660 ©.969722 ©.974507 ©.972108 ©.995716
1 Random Forest @.95e5 ©.95040 ©.969572 ©.959707 e.991e34
2 Gradient Boosting @.9585 ©.960195 0©.972039 ©.966081 ©.993707
3 Extra Trees .9515 ©.947958 ©.973684 ©.960649 ©.992189
Fig. 19. Model Performance Overview for
Autonomous Chaos Experiment Prediction
Overall, the analytical results show that ML models
are suitable for predicting failures associated with a
system's resilience within cloud-based systems. The

other approaches are close to perfect with Gradient
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Boosted machine (GBM) at 95.85% accuracy
performance and at 99.37% ROC-AUC performance.
The findings give reason to include predictive
analytics in autonomous agentic chaos engineering
flows to aid in the intelligent selection of experiments.

Impact of Architecture Complexity on Resilience Failure Discovery
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Fig. 20. Impact of Architecture Complexity on
Resilience Failure Discovery
The above figure shows that failure discovery
probability greatly increases with the increase in the
complexity of the architectures. Class 1 has a higher
median value with Complexity 0.70, while Class 0 has
a lower value of 0.32. This aligns with the fact that
multi-microservices become more resilient in nature,
thus increasing the challenges of chaos experiments.

Runtime Parameter Relationship for Chaos Risk Assessment

untime_latency -0.019 -0.0036 -0.014
§-0.8
pu_usage 0.0028 0,0096
-0.6

memory_usage 0.005 0,0092 0.0023

-0.4

error_rate -0.0036 0.0028 -0.0092

0.2

queue_depth 0.0096 0.0023 -0.0037

runtime._latency cpu_usage memory_usage error rate  queue_depth

Fig. 21. Runtime Parameter Relationship for
Chaos Risk Assessment

The heatmap evaluates coefficients ranging from -
0.019 to 0.0096 and shows that there are very low
correlations between the various parameters used in
the analysis of the runtime, such that, for example, the
correlation between latency and CPU usage is very
small. This could mean factors in operation that are
separate from the others, justifying the use of multiple
aspects of telemetry in understanding the factors and
architecture of the Al models.
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Autonomous Al Agent Chaos Experiment Priority Ranking
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Fig. 22. Autonomous AI Agent Chaos Experiment
Priority Ranking

The ranking analysis inspects the capability of the Al
agent in prioritizing experiments that cause chaos in a
high-risk way. Priority scores for selected scenarios
range from 0.88 to 0.95, suggesting the framework is
selecting experiments that can be expected to produce
a higher number of failure discoveries, instead of
random injection strategies.
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Resilience Improvement Through Autonomous Chaos Learning Iterations
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Fig. 23. Resilience Improvement Through

Autonomous Chaos Learning Iterations
The figure illustrates small changes to the system
leading to greater and greater resilience with every
iteration of an Al-directed chaos experiment. The
initial score is 67%, and after 50 iterations, the score
is 98%. For an autonomous agentic chaos engineering
framework to be adapted in order to be usable for
education, enhancement is crucial.

Table 1. Machine Learning Performance Results For Chaos Failure Prediction

Model Accuracy Precision Recall F1-score ROC-AUC
Logistic Regression 96.60% 96.97% 97.45% 97.21% 99.57%
Random Forest 95.05% 95.00% 96.96% 95.98% 99.10%
Gradient Boosting 95.85% 96.01% 97.20% 96.61% 99.37%
Extra Trees 95.15% 94.80% 97.37% 96.06% 99.22%

Discussion

The experimental results confirm the effectiveness of
the proposed Al framework based on the autonomous
agency approach in predicting failures in resilience
and providing emphasis to actions of chaos and
valuable experiments. The Gradient Boosting model
demonstrated strong prediction accuracy of 95.85%
and 99.37% ROC-AUC to validate those failures are
appropriately classified. Selection of the dependency
complexity and architecture complexity determined
the main factors for failures identified by feature
analysis [29]. The validation of the coverage-guided
testing showed that a higher possibility of discovering
failures was correlated to worse coverage scores. In
addition, optimizing resilience scores from 67% to
more than 98% due to Al-driven prioritization of
experiments and iterative learning showed improved
adaptive resilience optimization in cloud-native
distributed systems.
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V. Conclusion And Future Direction

Conclusion

This research is able to develop an autonomous
agentic Al framework for coverage-guided chaos
engineering of cloud-native distributed systems
successfully. The results highlight the match between
the ability of machine learning models to reliably
predict resilience failures, and the advantages of
intelligent experiment prioritization in terms of
optimal failure discovery and optimization. It includes
enhancements for proactively managing reliability
within all aspects of the cloud infrastructure: telemetry
analysis, architectural insights and adaptive chaos
experimentation.

Future Direction

These could be further extended to provide support for
real Kubernetes environments, live telemetry streams
and agents to support reinforcement learning for
continuously  adapting  with  time.  Further
improvements could mean the inclusion of machine
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learning-based interpretability for decision making in
experiments, auto-rebuild remediation and assessment
of multi-cloud resiliency [30]. The extensions will
enhance the scalability, trust, and deployment of
autonomous systems for chaos engineering on huge
infrastructures.
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